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VITAL

Why VITAL?

A Solid Commitment to Service.
VITAL is an independent, service company
built on developing and delivering world-
class service and support to complement
industry-leading hardware andtransmission
services. We spend 100% of our time and
money building and maintaining the best
service infrastructure possible made up of
the best people, processes and systems.
This means you will have an expert partner
serving your customers and making you
look good. Additionally, since we dont
sell hardware or software and we don t sell
circuits, you wont have to worry about us
competing with you.

Multivendor Support.

VITALs Firewall Management service
offers support for a variety of leading
rewall solutions - allowing you to offer
your customers the best rewall for their
individual requirements.

Private-Labeling Capability.

With our Firewall Management service,
your customer never needs to know
VITAL is the one con guring, monitoring
and administering their rewall. We do a
lot of our work behind-the-scenes and
when we need to speak with one of your
customers, we can identify ourselves using
your company name.

Giving Your Customers a Solid First Line of
Defense Without Increasing Your Costs

As businesses of all sizes turn to the Internet to increase their productivity
and perform business transactions more ef ciently, it is imperative they
protect their networks from the thousands of security threats present
on the Internet. You can ensure your customers have a solid rst line
of defense by creating a Managed Firewall bundle including high-
speed connectivity, an industry-leading rewall and 24x7 monitoring
and management powered by VITAL Network Services.

VITALs Firewall Management service, designed speci cally for carriers,
enables you to offer a complete managed rewall solution without
increasing your operational costs.

Dependably Configuring, Managing &
Administering Your Customers’ Firewalls

With VITALs Firewall Management service, we will remotely con gure
your customers rewall once the installation is complete. To make it
simple, VITAL has developed standard con gurations based upon the
most popular SMB and SOHO requirements. By obtaining the answers
to a few short questions about your customer s business, we will be able
to determine which con guration best meets their individual needs.

Once your customers rewall is up and running, our Security Operations
Center (SOC) staff will begin 24x7 monitoring of your customers rewall
for faults. If an event or unauthorized con guration change occurs,
we will notify you of the issue and begin diagnosis and remediation
procedures immediately.

In addition to ongoing monitoring and management functions, VITAL
will administer any requested changes to the rewall con guration,
load critical updates/patches, and schedule regular password changes
to reduce the risk of unauthorized access to the rewall. Additionally,
VITAL will maintain an archive of your customers rewall con gurations
to ensure rapid recovery in the event a recent con guration is required
for restoral.

VITALs Firewall Management service is supplemented by a quarterly
report which details the events that occurred on each of your customers

rewalls, identi es any chronic trends and outlines any con guration
changes that took place during the reporting time period.

VITALSs Firewall Management service gives you the skills, the processes
and the tools you need to deliver a comprehensive Managed Firewall
solution for your customers without the signi cant investment required
to build the capability in-house.



Why Offer a Managed Firewall
Service - Powered by VITAL?

Strengthen Your Relationship with Your Customers

A Managed Firewall service will give your customers secure con-
nectivity without the burden of managing and maintaining it. By
actively protecting their network vulnerabilities and exposure risks,
you will further strengthen your relationship with your customers
and increase your perceived value within their organization.

Reduce Your Time To Market
VITAL has already invested in the
people, processes and systems nec-
essary to quickly con gure, manage
and administer rewalls for SMBs
and SOHOs. By offering a Managed

Firewall service powered by VITAL, Featu reS
you can begin selling your service
immediately and reduce your time to

market. @ Remote Firewall Conpguration
Increase Your Revenues o :
By offering your customers a Managed Firewall service, you will enjoy @ 24x7 Monitoring of the Firewall
additional recurring revenues for the ongoing rewall management and for Faults
administration. Best of all, you get this additional revenue stream without
increasing your operational costs. @ Notipcation, Diagnosis and

Remediation of Faults and
Unauthorized Conpguration

The Value to Your Customers Changes

A Single Point-of-Contact

By offering a Managed Firewall service, you can provide your custom-
ers with a single provider for network connectivity and network security
services.

Archival of Firewall Conpgurations

Remote Administration of the
Firewall, including:

Reduced Costs ® Requested Conpguration
Studies show that organiza- i Changes

tions outsourcing their security
management realize between
a 5-35% cost savings. By tak-
ing advantage of your simple
and easy Managed Firewall so-
lution, your customer will save
on staf ng, capital expenses
and administrative costs.

® @

@ Regularly Scheduled
Password Changes

@ Critical Patch Updates

@ Online Access to Firewall
Management Tools

@ Quarterly Management Reports
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